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A brief introduction to OWASP



What is OWASP?

OWASP stands for Open Web Application Security Project.

It’s not a development standard, it’s a nonprofit foundation that works to improve the 
security of software.

How it try to reach its goal?
Creating projects for guidelines, tools and methodologies.



A lot of projects!

There are three categories of projects

Flagship Projects: Flagship designation is given to projects that have 
demonstrated strategic value to OWASP and application security as a whole

Lab Projects: Represent projects that have produced an OWASP reviewed 
deliverable of value

Incubator Projects: Represent the experimental playground where projects are 
still being fleshed out, ideas are still being proven, and development is still 
underway



The Top Ten Project

From the project’s web page: “Globally recognized by developers as the first step 
towards more secure coding.”

It’s a document which describes the ten major application security risks.

Every web application SHOULD follows the “Top Ten” guidelines.



The Top Ten Project - the list

SELECT application_security_risk FROM top_10_list ORDER BY risk DESC;

1.   Injection
2.   Broken Authentication
3.   Sensitive Data Exposure
4.   XML External Entities (XXE)
5.   Broken Access Control
6.   Security Misconfiguration
7.   Cross-Site Scripting XSS
8.   Insecure Deserialization
9.   Using Components with Known Vulnerabilities
10. Insufficient Logging & Monitoring



The Top Ten Project – risk classification



The Top Ten Project – risk calculation



The Top Ten Project – injection



The Top Ten Project – injection



The Top Ten Project – injection



Is it enough to follow the Top Ten Project guidelines?

The answer is… NO!

It is the minimum wage, to achieve the AgID qualification the road is still long!



SonarQube



SonarQube – code analysis overview



SonarQube – OWASP Top Ten security report



SonarQube – SQL injection vulnerability(?)



References
● https://owasp.org/

● https://owasp.org/www-project-top-ten/

● https://www.sonarqube.org/features/security/owasp/



That’s all guys!

Any questions?…

go to https://owasp.org/ 
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